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Abstract

Focused on multiple data flow disorder and collision problem of gateway in 6LoOWPAN access
Inter-net, a packet filtering algorithm based on Berkeley Packet Filter and Netfilter
mechanism is presented. Packets are classified by this algorithm according to processing mode
in which the gateway handles them. With IP address of packets as the filtering condition, only
allowing the same type of packets to enter single space and preventing them entering other
spaces to solve the problem of packet collision in communication between heterogeneous
networks. Experimental results demonstrate that the algo-rithm can realize the effective
scheduling of packets in the gateway and improve the security of gate-way by capturing and
blocking multiple datastreams accurately according to the given filtering strat-egy.
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1. Introduction

WSN (Wireless Sensor Network) is an integrated intelligent information system that contains
information collection, processing, transmission and application; it is made up of numerous micro
embedded devices with wireless communicating and monitoring ability being used to provide
real-time environmental monitoring [1]. In terms of its purpose, it is important that WSN must be
connected with extern networks to make sure that observers can monitor physical world by extern
network. As the widest and most popular network, there is no doubt that Internet is the best accessing
object of WSN [2]. The 6LoWPAN (IPv6 over Low Power Wireless Personal Area Network)
workgroup in IETF(Internet Engineering Task Force) is dedicated to add IPv6 protocol to the
network layer of WSN protocol stack, and thereby achieves Seamless integration of Internet base on
IPv6 and WSN [3]. However, the kernel of Internet is IPv4, thus the edge gateway, by doing protocol
translation between IPv4 and IPv6, be deployed to connect WSN with Internet [4]. Because the
gateway has the function of 6LoWPAN edge router and traditional IPv4 router, multiple data flows
are brought together in the gateway consequently, in addition the malicious data flows from illegal
WSN node may access gateway, accordingly design and implementation of appropriate packet
filtering algorithm is of more significance to improve the security and efficiency of forwarding data
of gateway. In this paper, the research background and existing filtering algorithm were first
illustrated, and then a filtering algorithm base on BPF(Berkeley Packet Filter) and Netfilter was
proposed, the testing system be set up to verify the validity of the above algorithm.

2. Related Work

Recently, both foreign and domestic scholars have researched the interconnecting technology and
packet filtering algorithm used for heterogeneous networks interworking. For example the NAT-PT
(Network Address Translation-Protocol Translation) proposed in reference[5] can connect IPv6
Networks with IPv4 Networks, but the packet filtering was executed in application layer of protocol

stack, the efficiency of this filtering method was nowhere near as the packet filter in data link layer. in
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reference[6], Multiple data flows access embedded gateway, and then protocol translation technology
was used, but the problem of the data collision in gateway was not been considered and solved. in
reference[7], the NAT module and PT module was separated and mount in Netfilter framework to
allows IPv6 devices to communicate with IPv4 hosts, but the solution disordered the integrality of
NAT-PT and went against fault diagnosis, meanwhile limited the flexibility of inputting way of
NAT-PT. If this approach was used, we can only mount the hook function in Netfilter framework to
perform packet capturing; its efficiency is less than capturing packets by using filtering technology in
data link layer. Focused on the above issue, proper technologies of packet filtering will be selected
and used for implementation of the flowing packet filtering algorithm.
Table.1 the comparison of two filtering technology

name language pseudo-machine type Filtering position Code type
BPF pseudo-code Acyclic control flow graph Kernel space Register-based
DLPI pseudo-code Boolean expression true Kernel space Stack-based

The BPF and DLPI (Data Link Provider Interface) technology are compared in Table 1, both are
within the kernel space to perform filtering, which minimizes the amount of data copied from kernel
to the application. This copy, from kernel space to user space, is expensive. If every packet was
copied, Filter could have trouble keeping up with fast data links [8]. BPF and DLPI buffer the data
destined for an application and this buffer is copied to the application only when the buffer is full, or
when the read timeout expires. This timeout value can be specified by the application. The purpose of
the buffering is to reduce the number of system calls. The same number of packets are copied between
Filter and the application, but each system call has an overhead, and reducing the number of system
calls always reduces the overhead [9]. The BPF filter is a directed acyclic control flow graph(CFG)
[10], while DLPI uses a Boolean expression tree. The former maps naturally into code for a register
machine while the latter maps naturally into code for a stack machine. The CFG implementation used
by BPF is normally 3 to 20 times faster than Boolean expression tree, depending on the complexity of
the filter [11]. Consequently, BPF is selected to implement the packet filter algorithm which is
designed in this paper.

Fig.1 shows the architecture of gateway for protocol translation, the gateway, which provides a
platform for implementation of filter algorithm, supports two interconnecting methods: NAT-PT and
ISATAP(Intra-Site  Automatic Tunnel Addressing Protocol). The former is used to connect
6LOWPAN and Internet-1Pv4,the BPF Filter provides the input to the NAT-PT; the latter is used to
connect 6LOWPAN with Internet-1Pv6 through the IPv4 Network, ISATAP is an address assignment
and host-to-host, host-to-router, and router-to-host automatic tunneling technology defined in
RFC4214 that provides unicast IPv6 connectivity between IPv6/IPv4 hosts across an IPv4 intranet
[12], it is applied in network layer of kernel TCP/IP protocol, thus the hook function was mount in
Netfilter framework to capturing packets as the inputting of ISATAP Tunnel.
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Fig.1 the architecture of gateway software system
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Fig.2 shows five hooks located in network layer which are defined in Netfilter framework, the
meanings of these five points are describes as follows, NF_IP_PRE_ROUTING: This hook will be
triggered by any incoming traffic very soon after entering the network stack, it is processed before
any routing decisions have been made regarding where to send the packet. NF_IP_FORWARD: This
hook is triggered after an incoming packet has been routed if the packet is to be forwarded to another
host. NF_IP_POST_ROUTING: This hook is triggered by any outgoing or forwarded traffic after
routing has taken place and just before being put out on the wire. NF_IP_LOCAL_IN: This hook is
triggered after an incoming packet has been routed if the packet is destined for the local system;
NF_IP_LOCAL_OUT: This hook is triggered by any locally created outbound traffic as soon it hits
the network stack. It is the basic framework of Netfilter that monitoring the network packets
according to the callback functions registered by user and mount on one of the above five hooks [13].

‘ Local Network Data

A

NF_IP_LOCAL_OUT
NF_IP_LOCAL_IN

ROUTING
Packet Input PACKET OUTPUT
—»‘ NF_IP_PRE_ROUTING } } ROUTING } } NF_IP_FOEWARD NF_IP_POST_ROUTING

Fig.2 five hooks in Netfilter framework

The packet which originated from 6LoWPAN node and destined for dual-stack host, cross the hooks:
NF_IP_PRE_ROUTING, NF_IP_FORWAED, NF_IP_POST_ROUTING. For improving the
efficiency of capturing packets and the security of gateway system, the packet is checked
immediately when it just enters to the network layer, so the NF_IP_PRE_ROUTING is selected to
mount the hook function which is an implementation of filter algorithm to support packets as the
input of ISATAP tunnel.

3. The Design of Algorithm for Packet Filter

There are complex and different types of multiple data flows in the edge gateway, so different
filtering algorithm are designed According to the type of data flows. In order to facilitate the selection
of filter algorithms, all data flows are introduced and then the filter conditions will be shown in Table
2. (6L is the abbreviation of 6LOWPAN sensor network, 4 is the abbreviation of 1Pv4 network and 6
is the abbreviation of IPv6 network.)

Table.2 the classification of multiple data flows

dataflow gateway function filter position filter condition
6L—4 protocol translation BPF module dst-1Pv6addr
4—6L protocol translation BPF module dst-IPv6addr
6L—6 tunnel transmitting Netfilter hook dst-1Pv6addr
6—6L tunnel transmitting Netfilter hook dst-1Pv6addr

6L—6L 6LoWPAN routing — —
44 IPv4 routing — —

3.1 6.4 and 4—6L

As far the 6L—4 and 4—6L data flows, BPF filter is used in kernel space to capture the packets as the
input of NAT-PT module, the packets are translated from IPv6 to IPv4 format or IPv4 to IPv6 format
by NAT-PT module and then be transmitted to destination. Table 3 shows the BPF filter algorithm
which is implemented in kernel space. (Filter_IPv6 stands for the IPv6 packet filter, Filter ARP_Req
stands for the ARP request packet filter, Filter ARP_Rpl stands for the ARP reply packet filter,
Filter_IPv4 stands for the IPv4 packet filter.)
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Table.3 the filter algorithm based on BPF

Filtering Algorithm

Stepl:

Step2:

Step3:
Step4:

Steps:

Step6:
Step7:

Step8:
Step9:

BPF receives packet form data link driver and transmits the pointer of this packet to every
Filter;

Filter_IPv6 determines whether it is an IPv6 packets, if it does, jump to Step3, otherwise
continue check the packet;

Filter ARP_Req determines whether it is an ARP request packets, if it does, jump to Step 4,
otherwise continue check the packet;

Filter _ARP_Rpl determines whether it is an ARP reply packets, if it does, jump to Step 5,
otherwise continue check the packet;

Filter_IPv4 determines whether it is an IPv4 packets, if it does, jump to Step6; otherwise
continue to step8;

Filter_IPv6 determines whether the prefix of the packet’s IPv6 address is 3ffe::/64, if it does,
jump to step7; otherwise, jump to step8;

Filter ARP_Req determines whether the destination address of the ARP request packet is
from NAT-PT address pool, if it does, jump to Step7, otherwise ,jump to Step8;

Filter_ARP_Rpl determines whether the destination address of the ARP reply packet is from
NAT-PT address pool, if it does, jump to Step7, otherwise ,jump to Step8;;

Filter_IPv4 determines whether the destination address of this IPv4 packet is from NAT-PT
address pool, if it does, jump to Step7, otherwise jump to Step8;

The packet passes through the filter, the packet is copied to appropriate buffer waiting for read
by NAT-PT, jump to Step9;

Filter block this packet, jump to Step9;

BPF give the control back to data link driver.

3.2 6.6 and 6—6L

The packets, captured by BPF Filter above, still enter the network layer of kernel protocol stack, in
addition to other invalid data flows, if not properly regulated, they will enter ISATAP tunnel, as a
result, the disorder and collision of data flows will occur. Focused on this situation, our filter method

is that

tunnel,

only allow the packets which follow the format of ISATAP tunnel packet to enter the
others are block. The filter function is mount in NF_IP_PRE_ROUTING hook to capture and

intercept packets, Table 4 shows the specific filtering algorithm.

Table.4 the filter algorithm based on Netfilter framework

Filtering Algorithm

Stepl: the hook function is mount in NF_IP_PRE_ROUTING, and then capture packets;
Step2: extracting the IPv6 destination address, if it is conforms with the ISATAP tunnel address

format ( ::0:5efe:w.x.y.z[14]), the callback function executes for transmitting the packet to
ISATAP module, and then it is processed in ISATAP module, finally the callback function
return nf_stolen; otherwise, discard the packet.

4—4 and 6L—6L

In the process of communication between one IPv4 host and another through protocol-translation
gateway, obviously the gateway, play a role of router, only routes and forwards packets. In the
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process of communication between one IPv4 host and another through protocol-translation gateway,
gateway only uses it 6LOWPAN protocol stack to routing and forwarding packets, the packets are not
forwarding and routing in Linux kernel of gateway, therefore, we do not repeat their algorithm her.

4. Testing and Verification of Algorithm

The structure of the testing system is shown in Fig.3.

Node B SrclPv6: 3ffe::1147:ff:fe00:7689
6LOWPAN DstIPv6: 2001:3e8:900a:2:0:5efe:172.22.142.16

ISATAP address
2001:3e8:900a:2:0:5efe:172.22.142.16

ISATAP tunnel

1Pv4 netowrk R
iy Dual-stack Host

Gateway

Ny
—

-
| ]

3ffe- TL4T:AT. A IPv4host

¥

£200:7689 129.254.254.90)

129.254.254.91| IPv4 address 172.22.142.16

Node A SrcIPv6: 3ffe::1147:ff:fe00:7689

DstIPv6: 3ffe::172.22.142.16 Address Map

Fig.3 structure of the testing system

The sensor data packets sent by node A, which are captured by the 6LoWPAN protocol analyzer, are
shown in Fig.4, and sensor data packets captured by the IPv4 host are shown as Fig.5. Conclusion can
be drawn through packet payload and address information in Fig.4 and Fig.5 that IPv6 data packets
sent by node A (IPv6 header + UDP header + Application layer data frame) are transformed into IPv4
data packets (IPv6 header + UDP header + Application layer data frame), and the source IPv4 address
is the address in NAT-PT pool address; the phenomenon above shows that the kernel space BPF
filtering algorithm successfully extracts data packets whose destination IPv6 address is 3ffe::
172.22.142.16. If the sensor data packets sent by node A pass through the Netfilter filtering module
simultaneously, and enter the tunnel. There are two possible results for the tunnel module to process
the data packets: (1) Unable to process the packet, then, an ICMPV6 message must be returned, but
the protocol analyzer shows no such message is captured, thus this assumption would not be the case.
(2) Encapsulate the IPv6 packets as IPv4 packets and send to the IPv4 host, then the IPv4 host will
receive the IPv4 packets, and the format should be: IPv4 header + IPv6 header + UDP header +
Application layer data frame, however, Wireshark shows that no such packets are captured, this
assumption does not hold. From above, it can be proved that the filtering algorithm in kernel space
that is based on the Netfilter framework successfully blocks the data packets whose destination
addresses are non-ISATAP tunnel addresses. If node A is an illegal node, then the filtering algorithm
in kernel space that is based on the Netfilter framework can also filter the illegal malicious data
packets.

The IPv6 echo request messages captured by the 6LOWPAN protocol analyzer are shown in Fig.6,
Fig.4 and Fig.5 show that the IPv4 host is marked by IPv6 address: 3ffe:: 172.22.142.16 in WSN, the
source IPv6 address of the message shown in Fig.6 is the above address, and the destination is node A,
It can be known that the message is sent by the IPv4 host, and has been converted to IPv6 format from
IPv4 format, from the destination IPv6 address and the address mapping table, we can know that the
destination address of the corresponding IPv4 message is the address in address pool. Thus, the BPF
filtering algorithm in kernel space successfully extracts data packets whose IPv4 addresses are
addresses in NAT-PT module address pool.

The echo interactive process of the IPv4 host and gateway is shown in Fig.7, the echo request
message (ICMPv4) sent by IPv4 host has been received and responded by the gateway itself
(non-NAT-PT module). If the kernel space BPF filtering algorithm also extracts the echo request
message (ICMPv4) from the IPv4 host, Then the processing result of NAT-PT module will be a
return of a destination unreachable message (ICPMv4 Type:3 Code:0), however, Wireshark shows
that no such packets are captured by the IPv4 host, from above, the kernel space BPF filtering
algorithm successfully blocks the data packets whose destination IPv4 addresses are non-NAT-PT
module address pool addresses.
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Frame control field

Length sequence |[ Dest. Dest. source || MAC payload
Tvpe Sec End Ack.reg PAN compr || number || PAN |lAddress | Address |41 60 00 00 00 00 14 11 40 3E FE 00 00 00 00 00 00 11 47 00 EE FE 00 76 89 3E FE 00 00 00 00
72 |loata o o 1 1 0x33 || 0x1347 || 0x0000 || 0x7689 |[00 00 00 00 00 00 AC 16 SE 10 Fo B3 FQ B2 00 14 35 48[20 OF OF 01 01 0L 01 00 01 06 17 0D
ws) Frame control field Sequence
12 |[*®"@™ | Type Sec Ena Ack.req PAN compr || number Fes
ure|_ s |ak o0 o o o 0x33 || 102 | oK

Fig.4 packets sent by node A

= Internet Protocol Version 4, Src: 129.254.254.90 (129.254.254.90), Dst: 172.22.142.16 (172.22.142.16)
version: 4
Header Length: 20 bytes
@ Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 40
Identification: Ox0000 (0)
[ Flags: Ox02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 63
protocol: uDP (17) :
Header checksum: 0x8145 [correct] _:;'.‘-’: NAT-PT address pool address
Source: 129.254.254.90 (129.254.254.90) :
Destination: 22,
[source GeoIP: unknown]
[Destination GeoIP: unknown]
[ User Datagram Protocol, Src Port: 61619 (61619), Dst Port: 61618 (61618)

= Data (12 bytes
Data: 200e0e01010101000106170d f-«

[Length: 12]

. Application layer data frame

Fig.5 packets captured by IPv4 host

Aot Frame control field Sequence st source || MAC payload
Type Sec Pnd Ack.reg PAN_compr || number || PAN | Address | Address [|41 60 00 00 00 00 28 3A 3F 3F FE 00 00 00 00 00 00 00 00 00 00 AC 16 8E 10 3F FE 00 00 00 00 00 00 11 47 00 FF FE 00 76 89
92 |DATA 0 0 1 1 0xDE ||0x1347 || 0x7659 || 0x0000 [[EG) 00 92 F2 [0 GI[OT IA[ET &2 63 &4 65 e &7 6E 68 ek o &0 G & L BT &7 €3 &1 85 &6 &7 €E 69
us) Frame control field Sequence .
Length Lat |[Fes |- P v -
8 EYPE Sec Pnd Ack.req PAN compr || number ! Echo Request | i Identifier; ! Sequence Number }
w613 5 |ack o o 0 0 oxDE || 165 || ox | : i i
o. Time Source Destination Protocol Length Info
2 0. 656899000 E . . (ping) request 1d=0x0001, seq=404/37889, ttl=64 (no response found!)
3°0. 657992000 172.22.142.155 172.22.142.16 Icp 74 Echo (ping) reply  1d-0x0001, seq=404/37689, ttl=64 (request in 2)
4 1.659859000 172.22.142.16 172.22.142.155 Tcmp 74 Echo (ping) request 1d=0x0001, seq=405/38145, ttl=64 (reply in 5)
5 1.660918000 172.22.142.155 172.22.142.16 cMp 74 Echo (ping) reply  d=0x0001, seq=405/38145, ttl=64 (request in 4)
6 2.662893000 172.22.142.16 172.22.142.155 cMp 74 Echo (ping) request id-0x0001, seq—406/38401, ttl-64 (no response found!)
7 2.663751000 172.22.142.155 172.22.142.16 TaMp 74 Echo (ping) reply  1d-0x0001, seq-406/38401, ttl-64 (request in 6)
8 3.666982000 172.22.142.16 172.22.142.155 aMp 74 Echo (ping) request 1d-0x0001, seq-407/38657, ttl=64 (reply in 9)
9 3.667996000 172.22.142.155 172.22.142.16 aMp 74 echo (ping) reply  id-0x0001, seq-407/38657, Tt1-64 (request in 8)
14 4.669962000 172.22.142.16 172.22.142.155 IcmMpP 74 echo (ping) request +d=0x0001, seq=408/38913, ttl1=64 (reply in 15)
15 4.670982000 172.22.142.155 172.22.142.16 Icmp 74 echo (ping) reply id=0x0001, seq=408/38913, ttl1=64 (request in 14)
18 5.673005000 172.22.142.16 172.22.142.155 ICcMP 74 echo (ping) request 1d=0x0001, seq=409/39169, ttl=64 (no response found!)
19 5674143000 172.22.142.155 172.22.142.16 cMp 74 echo (ping) reply  id=0x0001, seq=409/39169, ttl=64 (request in 18)
20 6. 676110000 172.22.142.16 172.22.142.155 Tcmp 74 Echo (ping) request id=0x0001, seq=410/39425, ttl=64 (reply in 21)
21 6. 677205000 172.22.142.155 172.22.142.16 cMp 74 Echo (ping) reply  id=0x0001, seq=410/38425, ttl=64 (request in 20)
23 7.679155000 172.22.142.16 172.22.142.155 cMp 74 Echo (ping) request id-0x0001, seq—411/39681, tt1=64 (reply in 24)
24 7.680228000 172.22.142.155 172.22.142.16 TaMp 74 Echo (ping) reply  1d-0x0001, seq-411/39681, tt1-64 (request in 23)
25 8.682173000 172.22.142.16 172.22.142.155 aMp 74 Echo (ping) request id-0x0001, seq-412/39937, ttl-64 (no response found!)
26 8. 683393000 172.22.142.155 172.22.142.16 aMp 74 echo (ping) reply  1d-0x0001, seq—412/39937, Tt1-64 (request in 25)
41 9. 685137000 172.22.142.16 172.22.142.155 IcmMpP 74 echo (ping) request id=0x0001, seq=413/40193, t 4 (reply in 42)
42 9. 686195000 172.22.142.155 172.22.142.16 Icmp 74 echo (ping) reply id=0x0001, seq=413/40193, ttl1=64 (request in 41)
53 10. 687267000 172.22.142.16 172.22.142.155 Icmp 74 echo (ping) request 1d=0x0001, seq=414/40449, ttl=64 (no response found!)
54 10.688441000 172.22.142.155 172.22.142.16 ICcMP 74 echo (ping) reply 1d=0x0001, seq=414/40449, trl=64 (request in 53)
< m |
Length Frame control field Sequence || Dest. Dest. Source || MAC payload
Type Sec Pnd Ack.req PAN compr | number | PAN | Address [|Address |[41 60 00 00 00 00 14 11 40 3F FE 00 00 00 00 00 00 11 47 00 FF FE 00 76 8A 20 01 03 E& 90 0
72_||DAT2 0 o 1 1 ox12 || 0x1347 || 0=0000 | 0x768A |[00 02 00 00 SE FE AC 16 8E 10 FO B3 FO B2 00 14 €6 59[20 0A 02 01 01 01 01 00 01 06 17 09
us) Frame control field Sequence
s ||"®"9" |7 pe Sec Pna 2ck.req PAN compr || number [|N9'|/FES
1993|_ 5 |flacx o o [i a ox1e ||147] cK

Fig.8 packets sent by node B

Frame 16: 94 bytes on wire (7352 bits), 94 bytes captured (752 bits) on interface 0
Ethernet II, src: CamilleB_56:80:49 (00:12:34:56:80:49), Dst: CompalIn_h4:53:7f (00:26:22:h4:53:7F)
Internet Protocal version 4, sro: 172.22.142.155 (172.22.142.155), Dst: 172.22.142.16 (172.22.142.16)
= Internet Protocol wversion &, sro: 3ffe::1147:Ff:fe00:768a (37fe::1147:f:Te00:788a), Dst: 2001:3e8:900a:2:0:5eferacle:8el0
® 0110 .... = version: &
Fo.... 0000 0000 ... .... ... oov. .... = Traffic class: 0x00000000
wiee aaes we.. 0000 QOO0 QOO0 0000 0000 = Flowlabel: 0x0Q0000000
Payload Tength: 20
Mext header: UDP (170
Hop Timit: &3
source: 3ffe::1147:Ff:fe00:768a (3ffe::1147:fF:fe00:768a)
|Destination: 2001:3e8:900a:2:0:5efe:acl6:Bell (2001:3e8:000a:2:0:5efe:acle:8el0) b
[Destination IsaTap IPvd: 172.22.142.16 (172.22.142.16)]
[source GeoIr: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, Src Port: 61619 (61619), Dst Port: 61618 (61518)
= Data (12 hytes)
Data: [200a0a0l0lol0l0001 061705 - :
[Length: 12] H

Fig.9 packets captured by dual stack host

Application layer data frame
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The sensor data packets sent by node B are captured by the 6LoWPAN protocol analyzer and as
shown in Fig.8. The sensor data packets captured by Wireshark through the dual stack host show in
Fig.9, from the data packets load and address information shown in Fig.9 and Fig.8, The IPv6 data
packets (IPv6 header + UDP header + Application layer data frame) sent by node B are encapsulated
as IPv4 data packets (IPv4 header + IPv6 header + UDP header + Application layer data frame), and
the IPv6 address is: 2001:3e8:900a:2:0:5efe:ac16:8e10 (ISATAP tunnel address), namely the IPv4
messages are ISATAP tunnel messages, the phenomenon above shows that the kernel space filtering
algorithm based on the Netfilter framework successfully extracts the data packets whose destination
addresses are ISATAP tunnel addresses. With the proof of the kernel space Netfilter filtering
algorithm to block the process of non-ISATAP tunnel messages, it can be proved that the kernel space
BPF filtering algorithm successfully blocks the data packets whose destination addresses are not 3ffe::
172.22.142.16. If node B is illegal, the kernel space BPF filtering algorithm can also filter the illegal
malicious node packets. The success of ARP interactive process is the premise of IP communication
between network equipments, and thus the above conclusions can prove that the kernel space BPF
filtering algorithm is able to achieve the ARP packets acquisition and blocking according to the
established filtering strategies.

5. Conclusion

The experimental results show that the filtering algorithm designed in this paper can accurately
extracts and blocks numbers of data flows gathered in the gateway, to achieve the effective
scheduling of multiple data streams, and to improve the security of the gateway to a certain extent.

BPF packet filter also has its shortcomings, such as decreased multi-channel distribution performance,
unable to handle IP fragment, etc. and need to be optimized; meanwhile, protocol adapter gateway
faces increasingly serious security problems, and a secure access mechanism of the system is needed,
to avoid malicious attacks and damage. The above two aspects will be the next focus of the research.
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