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Abstract 

At present, the entangled W state has strong anti-decoherence, which can better prevent 

quantum scattering, and is often used in quantum communication. Aiming at the transmission 

of entangled W state in the channel, this paper presents a protocol that can resist the impact of 

combined phase-only unitary noise and joint rotational unitary noise on information 

transmission. By using the honeypot thought and using the four-particle cluster state as the 

decoy particle randomly inserted in the sending sequence and performing threshold analysis, it 

can be determined whether the adversary eavesdropped on the information. The adversary can 

not only obtain 25% of the secret key, and each quantum bit interception Detection efficiency 

can reach 43.8%. Through the analysis of the information entropy security, it can be proved 

that this protocol can resist many kinds of attack such as internal attack such as participant 

attack, external attack such as double C-NOT attack, entanglement measurement attack and 

Trojan horse attack. In addition, this protocol can reach higher Quantum Bit Efficiency and 

Information Efficiency. 

Keywords  

Entangled W state; decoy particle; participant attack; C-NOT attack; eavesdropping detection. 

1. Introduction 

Quantum cryptography is an interdisciplinary subject of quantum mechanics, quantum optics and 
classical cryptography. Due to the characteristics of quantum entanglement, quantum communication 

can guarantee the absolute security of communication data. High-order quantum entangled states are 

currently widely used. Application[1][2][3][4]. At present, Verstraete, Dehaene et al. believe that the 

four-particle entangled state is divided into nine categories [5], such as the W state, the cluster state, 

the W state and so on. 

In order to prepare a quantum state remotely, an entangled quantum system is needed. At present, the 

preparation of the entangled W state is a relatively mature technology, which can better prevent 

quantum de-dispersion, has strong anti-decoherence. It can delay the occurrence of collapse caused 

by the interaction of quantum systems and the environment [6]. Since the physical system is a real 

environment, the interaction between the state and the environment in the physical system changes 

when interacting with the external environment, so that the coherence of the state in the quantum 

system is attenuated. For example, noise in the environment will affect the maintenance of quantum 

coherent states. 

In 1984, Bennett and Brassard proposed a quantum key distribution scheme, later called the BB84 

protocol [7], which formed a different polarization state for the quantum states |0〉 and |1〉 randomly 

generated by Alice according to the choice of the preparation basis. This proved to be an absolutely 

secure communication protocol. In 2005, Wang proposed a quantum key distribution scheme to 

overcome joint noise [8], which does not need any collective quantum measurement or quantum 
memory. 
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In 2008, Li et al. [9] used two Bell states that can overcome channel noise to encode one-bit key 

information, two sets of non-orthogonal basis vectors are constructed by changing the order of 

photons to ensure the security of the key distribution process and to resist joint dephasing noise. This 
protocol introduces the idea into the information transmission of the entangled W state in the channel, 

which can well resist the influence of joint noise. Moreover, Gao et al. [10] proposes that in the 

CQSDC protocol based on the GHZ state, under the C-NOT attack, the receiver can illegally obtain 

33.3% of the secret key information without authorization by the controller. 

In [11], the honeypot scheme was used in the protocol, and the three-particle GHZ state was used as 

a honeypot particle to detect channel safety. This paper introduces this idea into the four-particle 

entangled state communication, using the four-particle cluster state as the decoy state, which means 

that the communication party only needs to detect the decoy particles to know whether it is attacked 

by Eve, effectively preventing multiple attacks. Means greatly enhance the safety and quality of 

communication. 

2. Basic theory 

What QKD does is also the secure distribution of classic keys, which are considered classic systems 
for information security. The most commonly used quantum state is a set of 2n orthogonal normalized 

bases in a two-dimensional Hilbert space: |0〉，|1〉,… , |2n − 1〉. The maximum entangled state of the 

n-particles is prepared by the parametric down-conversion method in this space: 

                       |〉ab=∑ i2
n
-1

i=0                                                               (1) 

And according to the decoherence of the quantum state: 

                            ∑ |i|2
n
-1

i=0 =1                                                                  (2) 

The coefficient i is used to carry the data to measure the quantum state and collapse to the state |i〉 
with the probability of |i |2. By transmitting these quantum states, information can be transmitted. In 

this protocol, the entangled W state is used to transfer the secret key, and the four-particle cluster 

state is used as the decoy state of the honeypot. 

2.1 Non-cloning theorem of quantum states 

Quantum entanglement is an attribute of the association between subsystems or degrees within a 

quantum system. The superposition of the probability amplitudes shows a unique interference 

phenomenon between the quantum, and such a quantum superposition state is called an entangled 
state. If a single measurement of an entangled state does not yield all the information of a quantum 

state, multiple measurements must be made. 

For example, copy the entangled state | 〉| 〉 to |0A/B〉: 

                  | 〉| 〉
    𝑈    
→   |0〉                                      (3) 

 

Process the results: 

 

                |〉|0〉
    𝑈    
→   |〉|′〉 = (| 〉 + | 〉)|0〉=|𝐴〉|𝐵〉 + |𝐴〉                    (4) 

However, the results of this formula do not correspond to the actual results, according to the principle 

of linear superposition: 

                               |〉|′〉 = |𝐴〉|𝐵〉+|𝐴〉|𝐵〉 + |𝐴〉|𝐵〉 + |𝐴〉|𝐵〉             (5) 

So we can judge that quantum is not able to obtain information by copying a large number of samples. 
We can generalize to a function 𝑓(𝑋𝑖), where 𝑓(𝑋𝑖) and 𝑋𝑖 are used as the quantum states of the 
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stored information, which can form a more complex entangled state containing the overall 

information of the function: 

 

               ∑ |𝑋𝑖〉 |𝑓(𝑋𝑖)〉 = |𝑋1〉 |𝑓(𝑋1)〉 + |𝑋2〉 |𝑓(𝑋2)〉 + ⋯+ |𝑋𝑛〉 |𝑓(𝑋𝑛)〉
𝑛
𝑖=1     (6) 

3. Quantum key agreement protocol 

3.1 In the case of collective phase-out noise 

The combined de-phase noise on the quantum channel produces a phase difference between the 

horizontally polarized state and the vertically-polarized state of the polarized photon, and the quantum 

state of the system undergoes a collective phase-off error. 

Among them, the collective phase-out noise matrix operator is: 

                                                        𝑈𝑑𝑝=(
𝑉 𝐻
𝑉 𝑒𝑖

)                                                                            (7) 

The quantum state of the system has a collective phase reversal error, and the effect on the logical 
bits can be expressed as follows: 

                                                              𝑈𝑑𝑝|𝐻〉
    𝑈    
→   |𝐻〉                                                                (8a)  

                                                           𝑈𝑑𝑝|𝑉〉
𝑈
→ 𝑒𝑖|𝑉〉                                           (8b)  

                                               𝑈𝑑𝑝|+〉
    𝑈    
→   1 √2⁄ (|𝐻〉𝑑𝑝+|𝑉〉𝑑𝑝)=𝑒𝑖|𝑉〉+|𝐻〉                                (8c) 

                                               𝑈𝑑𝑝|−〉
    𝑈    
→    1 √2⁄ (|𝐻〉𝑑𝑝-|𝑉〉𝑑𝑝)=-𝑒𝑖|𝑉〉+|𝐻〉                           (8d) 

The qubits |𝐻〉𝑑𝑝=|𝐻𝑉〉 and |𝑉〉𝑑𝑝=|𝑉𝐻〉, and their arbitrary superposition states, are resistant to the 

effects of noise on the quantum system. After the two parties start communication, set the quantum 

state coding method negotiated between Alice and Bob as: 

If in Alice's measurement result, the results are the same, then the code 1 is obtained, otherwise it is 

0; If in Bob's measurement result, the results are the same, then the code 0 is obtained, otherwise it is 

1; 

 

Table 1 Each collapse state and the corresponding information 

Observer |𝐻𝐻〉 |𝐻𝑉〉 |𝑉𝐻〉 |𝑉𝑉〉 
Alice 1 0 0 1 

Bob 0 1 1 0 

 

The protocol are as follows: 

First, Alice prepares n four-particle polarization entangled W states . 

 

|𝑊𝑑𝑝〉𝐴𝐵𝐶𝐷
=1 2⁄ (|𝑉𝐻〉|𝐻〉𝑑𝑝|𝐻〉𝑑𝑝 + |𝐻𝑉〉|𝐻〉𝑑𝑝|𝐻〉𝑑𝑝 + |𝐻𝐻〉|𝑉〉𝑑𝑝|𝐻〉𝑑𝑝|𝐻𝐻〉|𝐻〉𝑑𝑝|𝑉〉𝑑𝑝)𝐴𝐵𝐶𝐷 

= 1 2⁄ (|𝑉𝐻〉𝐴𝐵|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2 + |𝐻𝑉〉𝐴𝐵|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2 +                           

                        |𝐻𝐻〉𝐴𝐵|𝑉𝐻〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2+|𝐻𝐻〉𝐴𝐵 |𝐻𝑉〉𝐶1𝐶2|𝑉𝐻〉𝐷1𝐷2)                                                (9) 

 

Four-particle cluster state |〉 as a decoy state: 

|𝜌𝑑𝑝〉𝐴𝐵𝐶𝐷=1 2⁄ (|𝑉𝐻𝐻𝐻〉+ |𝐻𝐻𝑉𝑉〉 + |𝑉𝑉𝐻𝐻〉 + |𝑉𝑉𝑉𝑉〉)𝐴𝐵𝐶𝐷                                   (10) 
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Then Alice randomly selects a sufficient number of decoy particles m and randomly inserts the 

sequence SB consisting of particles CD, SB ={ { C₁D₁(1)，C₂D₂(1)}，{C₁D₁(2)，C₂D₂(2) }，…，

{ C₁D₁ (n)，C₂D₂ (n) } }. Alice then retains the sequence SA of the composition of the particles AB, 

and sends the sequence SB to Bob over a secure quantum channel,  SA={ A₁B₁，A₂B₂，…，AnBn}. 

When Bob receives the sequence SB and communicates with Alice through the classic channel, Alice 

tells Bob to deceive the position of the bit. Bob performs a Z  Z measurement on the decoyed particle, 

and then informs Alice of the measurement. Alice uses this result to deceive the quantum initial state. 

Perform comparison and observe the state change, calculate the error rate according to the 

measurement result and judge whether the error rate exceeds the threshold. If it is lower than the 

threshold, it means that it is not attacked by the enemy Eve. Otherwise, it is determined that the key 

is eavesdropped by Eve, and the protocol key needs to be discarded.  

After removing the decoy particles, Bob performs two C-NOT operations on C1C2 and D1D2 in 

sequence SB, respectively, where particle C1C2 is used as the control qubit and particle D1D2 is the 

target qubit: |𝐶1〉|𝐶2〉→|𝐶1〉|𝐶2𝐶2〉, |𝐷1〉|𝐷2〉→|𝐷1〉|𝐷2𝐷2〉. 

After this operation, the quantum entangled W state system will become another new quantum state 
|𝑊’〉: 

 

|𝑊𝑑𝑝〉𝐴𝐵𝐶𝐷=1 2⁄ (|𝑉𝐻〉𝐴𝐵|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2+|𝐻𝑉〉𝐴𝐵|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2|𝐻𝐻〉𝐴𝐵|𝑉𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2 

                      +|𝐻𝐻〉𝐴𝐵|𝑉𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2) 

=1 2⁄ (|𝑉𝐻𝐻𝐻〉 + |𝐻𝑉𝐻𝐻〉 + |𝐻𝐻𝑉𝐻〉 + |𝐻𝐻𝐻𝑉〉)𝐴𝐵𝐶1𝐷1|𝑉𝑉〉𝐶2𝐷2                    (11) 

 

Then Alice performs Z  Z measurement on the numbered particles corresponding to the sequence 

SA, and Bob also performs Z Z measurement on the sequence SB particles. According to the 

characteristics of the entangled quantum state and the encoding method previously agreed by Alice 

and Bob, both parties can obtain the same key accordingly. 

3.2 In the case of collective rotating noise 

The combined rotating noise on the quantum channel causes the polarized photons to rotate. This 

phenomenon occurs at both the transmitting end and the receiving end, causing noise errors in the 

quantum state of the system. 

Among them, the collective rotating noise matrix operator can be expressed as: 

                                                          𝑈𝑟𝑜𝑡 = (
cos  −sin 
sin  cos 

)                                                            (12) 

In the formula, the collective reversal rotation noise parameter is , and the parameter   changes 

with time. The influence of noise on logical bit |𝐻〉 and |𝑉〉 can be expressed as: 

  𝑈𝑟𝑜𝑡|𝐻〉
𝑈
→sin  |𝐻〉+cos  |𝑉〉 

                                                         𝑈𝑟𝑜𝑡|𝑉 
𝑈
→−sin |𝐻〉+cos  |𝑉〉                                                            (13) 

Their superposition state can be expressed as: 

|+〉𝑟𝑜𝑡
𝑈
→ 1 √2⁄ (|𝐻〉𝑟𝑜𝑡+|𝑉〉𝑟𝑜𝑡) =1 √2 ⁄ (−sin  |𝐻〉+cos |𝑉〉+cos |𝐻〉+sin  |𝑉〉) 

                                                  =1 √2 ⁄ [(cos−sin  )|𝐻〉+(cos−sin |𝑉〉]                                (14) 

|−〉𝑟𝑜𝑡
𝑼
→ 1 √2⁄ (|𝐻〉𝑟𝑜𝑡−|𝑉〉𝑟𝑜𝑡) =1 √2⁄ (sin |𝐻〉 − cos|𝑉〉+cos  |𝐻〉+sin |𝑉〉)  
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                                = 1 √2⁄ [(sin + cos )|𝐻〉+( sin− cos  )|𝑉〉]                              (15) 

The affected logical bits are marked as: 

                                                                    |𝐻〉rot=|
+〉|𝑉〉rot=|

−〉                                                (16) 

 

The superposition state can be expressed as follows: 

|+〉𝑟𝑜𝑡
𝑈rot
→  1 √2⁄ (|𝐻〉𝑟𝑜𝑡 + |𝑉〉𝑟𝑜𝑡)=1 √2⁄ (|+〉+|−〉) 

                                     |−〉𝑟𝑜𝑡
𝑈rot
→  1 √2⁄ (|𝐻〉𝑟𝑜𝑡−|𝑉〉𝑟𝑜𝑡)=1 √2⁄ (|+〉 −|−〉)                      (17) 

The logical bits |𝐻〉，|𝑉〉 and their superposition state are not affected by noise. 

After the two parties start communication, set the quantum state code negotiated between Alice and 

Bob as: 

If in Alice's measurement result, the high and low results are the same, then the code 1 is obtained, 

otherwise it is 0; 

If in Bob's measurement result, the high and low results are the same, then the code 0 is obtained, 

otherwise it is 1; 

 

Table 2 Each collapse state and the corresponding information 

Observer |𝐻𝐻〉 |𝐻𝑉〉/|𝑉𝐻〉 |+〉|+〉 |+〉|−〉 |−〉|+〉⁄  

Alice 1 0 0 1 

Bob 0 1 1 0 

 

The protocol steps are as follows: 

Alice is ready for n polarization entangled W states |𝑊𝑟𝑜𝑡〉: 

 

|𝑊𝑟𝑜𝑡〉𝐴𝐵𝐶𝐷=1 2⁄ (|𝑉𝐻𝐻𝐻〉 + |𝐻𝑉𝐻𝐻〉 + |𝐻𝐻𝑉𝐻〉 + |𝐻𝐻𝐻𝑉〉)𝐴𝐵𝐶𝐷 

      =1 2⁄ (|𝑉𝐻〉𝐴𝐵 |
+〉
𝐶1𝐶2

|+〉
𝐷1𝐷2

+ |𝐻𝑉〉𝐴𝐵|
+〉
𝐶1𝐶2

|+〉
𝐷1𝐷2

                                                      

                              +|𝐻𝐻〉𝐴𝐵|
+〉
𝐶1𝐶2

|−〉
𝐷1𝐷2

+ |𝐻𝐻〉𝐴𝐵 |
−〉
𝐶1𝐶2

|+〉
𝐷1𝐷2

)             (18)  

                       

|𝜌𝑟𝑜𝑡〉𝐴𝐵𝐶𝐷=1 2⁄ (|VH〉AB|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2 + |𝐻𝑉〉𝐴𝐵|𝐻𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2 +

                       |𝐻𝐻〉𝐴𝐵 |𝑉𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2+|𝐻𝐻〉𝐴𝐵 |𝑉𝑉〉𝐶1𝐶2|𝐻𝑉〉𝐷1𝐷2) 

                  =1 2⁄ (|𝑉𝐻𝐻𝐻〉 + |𝐻𝑉𝐻𝐻〉 + |𝐻𝐻𝑉𝐻〉+ |𝐻𝐻𝐻𝑉〉)𝐴𝐵𝐶1𝐷1|𝑉𝑉〉𝐶2𝐷2        (19) 

With a four-particle cluster state as a decoy state|   : 

                          |𝜌𝑟𝑜𝑡〉𝐴𝐵𝐶𝐷=1 2⁄ (|𝑉𝐻𝐻𝐻〉 + |𝐻𝐻𝑉𝑉〉 + |𝑉𝑉𝐻𝐻〉 + |𝑉𝑉𝑉𝑉〉)𝐴𝐵𝐶𝐷                  (20) 

Alice randomly selects a sufficient number of decoy bit m, a sequence of randomly inserted particle 

SB’={{C₁’D₁’ (1)，C₂’D₂’ (1)}，{C₁’D₁’ (2)，C₂’D₂’ (2)}，…，{C₁’D₁’ (n)，C₂’D₂’ (n)}}. Then 
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Alice retains the sequence SA’={A₁’B₁’，A₂’B₂’，…，An’Bn’} composed of the particles AB, and 

transmits the sequence SB’ to Bob. 

2) When Bob receives the sequence SB and communicates with Alice through the classic channel, 

Alice tells Bob to deceive the position of the bit, Bob performs Z  Z measurement on the decoyed 

particle, and then informs Alice of the measurement result, Alice compare the decoy quantum with 

initial state. The error rate is calculated according to the measurement result and it is judged whether 

the error rate exceeds the threshold. If it is lower than the threshold, it is not attacked by Eve. 

Otherwise, it is determined that the key is eavesdropped by Eve, and the key needs to be discarded. 

3) Alice then performs a Z Z measurement on the numbered particles corresponding to the sequence 

SA, and Bob performs a Bell measurement on the sequence SB particles. According to the 

characteristics of the entangled quantum state and the encoding method previously agreed by Alice 

and Bob, both parties can obtain the same key accordingly. 

4. Security analysis  

4.1 Participant attack 

If Alice is a non-honest sender, he wants to control the result of the transmitted string SB, so that Bob 

cannot get the correctly encoded data, but in Protocol 3.1 Alice can only get 1/2 probability after 
using the measurement basis measurement |𝐻𝐻〉 , |𝑉𝑉〉  or |𝑉𝐻〉 , |𝐻𝑉〉 . After Alice measures in 

Protocol 3.2, it can only be obtained with a probability of 1/2 |𝐻𝑉〉，|𝑉𝐻〉 or |𝐻𝐻〉. Therefore, it can 

be seen that the sender cannot determine the state of the transmitted qubit alone, so this protocol can 

resist the participant's attack. 

4.2 Measure resend attacks, intercept resend attacks and entanglement measurement attacks 

In order to resist the eavesdropper's measurement-retransmission attack and intercept the 

retransmission attack and the entanglement measurement attack, Alice placed m four-particle cluster 

states in the CD sequence bit string SB, as the decoyed particles to achieve the purpose of deceiving 

Eve. The original state of the system is: 

                   |
𝑟𝑜𝑡
〉
𝐴𝐵𝐶𝐷

=1 2⁄ (|𝑉𝐻𝐻𝐻〉+ |𝐻𝐻𝑉𝑉〉 + |𝑉𝑉𝐻𝐻〉 + |𝑉𝑉𝑉𝑉〉)𝐴𝐵𝐶𝐷           (21) 

Assuming that Eve attacks the quantum system, the effects of the attack on the qubits |𝐻〉, |𝑉〉 are set 

to: 

                                          |𝐻〉→|𝐻𝑋〉+|𝑉𝑋′〉|𝑉〉→i|𝐻𝑌〉+j|𝑉𝑌′〉                               (22) 

Then the quantum system state after the attack is: 

 

|’〉=|〉 

=1 2⁄ [(|𝐻𝑋〉 + |𝑉𝑋′〉)(|𝐻𝑋〉 + |𝑉𝑋〉)(|𝐻𝑋〉 + |𝑉𝑋′〉)(|𝐻𝑋〉 + |𝑉𝑋′〉) +

(|𝐻𝑋〉 + |𝑉𝑋′〉)(|𝐻𝑋〉 + |𝑉𝑋′〉)(i|𝐻𝑌〉 + j|𝑉𝑌′〉)(i|𝐻𝑌〉 + j|𝑉𝑌′〉) + (i|𝐻𝑌〉 + j|𝑉𝑌′〉)(i|𝐻𝑌〉 +

j|𝑉𝑌′〉)(|𝐻𝑋〉 + |𝑉𝑋′〉)(|𝐻𝑋〉 + |𝑉𝑋′〉) + (i|𝐻𝑌〉 + j|𝑉𝑌′〉)(i|𝐻𝑌〉 + j|𝑉𝑌′〉)(i|𝐻𝑌〉 +

j|𝑉𝑌′〉)(i|𝐻𝑌〉 + j|𝑉𝑌′〉)]                                                                                                                  (23) 

Table 3 can be used to indicate specific result. 

Table 3 Each collapse state and the corresponding coefficient 

Coefficien

t 

Collapse state 

a/e 

Collapse state 

b/f 

Coefficien

t 

Collapse state 

a/e 

Collapse state 

b/f 

4/4 |𝐻𝑋𝐻𝑋𝐻𝑋𝐻𝑋〉 |𝑉𝑋’𝑉𝑋’𝑉𝑋’𝑉𝑋’〉 j2i2 |𝑉𝑌’𝐻𝑌𝐻𝑌𝑉𝑌’〉 |𝑉𝑌’𝐻𝑌𝑉𝑌’𝐻𝑌〉 

http://www.baidu.com/link?url=Ypd0lVMriI3M7O3VyzHPzYwQ2RtU27r7hyA25Dl0J9TDBuyyiN6Yi4W3momr2oNT6h2-TXXhX2umehaWn0wDLq80mijYMuDAFJtffgtbe87
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3 |𝐻𝑋𝐻𝑋𝐻𝑋𝑉𝑋’〉 |𝐻𝑋𝐻𝑋𝑉𝑋’𝐻𝑋〉  |𝐻𝑌𝑉𝑌’𝑉𝑌’𝐻𝑌〉 |𝑉𝑌’𝐻𝑌𝐻𝑌𝑉𝑌’〉 

3 |𝐻𝑋𝑉𝑋’𝑉𝑋’𝑉𝑋’〉 |𝑉𝑋’𝐻𝑋𝑉𝑋’𝑉𝑋’〉 j3i |𝑉𝑌’𝐻𝑌𝐻𝑌𝑉𝑌’〉 |𝑉𝑌’𝐻𝑌𝑉𝑌’𝑉𝑌’〉 

2ij |𝐻𝑋𝐻𝑋𝐻𝑌𝐻𝑌〉 |𝐻𝑋𝐻𝑋𝑉𝑌’𝑉𝑌〉 3 |𝐻𝑋𝑉𝑋’𝐻𝑋𝐻𝑋〉 |𝑉𝑋’𝐻𝑋𝐻𝑋𝐻𝑋〉 

i2 |𝐻𝑋𝐻𝑋𝐻𝑌𝑉𝑌’〉 |𝐻𝑋𝐻𝑋𝑉𝑌’𝐻𝑌〉 22/2ij |𝐻𝑋𝑉𝑋’𝑉𝑋’𝐻𝑋〉 |𝐻𝑋𝐻𝑋𝑉𝑌’𝐻𝑌〉 

ij |𝐻𝑋𝑉𝑋’𝐻𝑌𝐻𝑌〉 |𝑉𝑋’𝐻𝑋𝐻𝑌𝐻𝑌〉 3 |𝑉𝑋’𝑉𝑋’𝐻𝑋𝑉𝑋’〉 |𝑉𝑋’𝑉𝑋’𝑉𝑋’𝐻𝑋〉 

j2 |𝐻𝑋𝑉𝑋’𝐻𝑌𝑉𝑌’〉 |𝑉𝑋’𝐻𝑋𝐻𝑌𝑉𝑌’〉 ij/j2 |𝑉𝑋’𝐻𝑋𝑉𝑌’𝐻𝑌〉 |𝑉𝑋’𝐻𝑋𝑉𝑌’𝑉𝑌’〉 

2i2/2j2 |𝐻𝑋𝑉𝑋’𝑉𝑌’𝑉𝑌’〉 |𝐻𝑋𝑉𝑋’𝑉𝑌’𝐻𝑌〉 j4/ i3n |𝑉𝑌’𝑉𝑌’𝑉𝑌’𝑉𝑌’〉 |𝐻𝑌𝐻𝑌𝐻𝑌𝑉𝑌’〉 

2ij |𝑉𝑋’𝑉𝑋’𝐻𝑌𝐻𝑌〉 |𝑉𝑋’𝑉𝑋’𝑉𝑌𝑉𝑌〉 i2j2 |𝐻𝑌𝑉𝑌’𝑉𝑌’𝐻𝑌〉 |𝐻𝑌𝑉𝑌’𝐻𝑌𝑉𝑌’〉 

i3n |𝑉𝑋’𝑉𝑋’𝐻𝑌𝑉𝑌〉 |𝑉𝑋’𝑉𝑋’𝑉𝑌’𝐻𝑌〉 i3j |𝐻𝑌𝐻𝑌𝑉𝑌’𝐻𝑌〉 |𝐻𝑌𝑉𝑌’𝐻𝑌𝐻𝑌〉 

i2j2 |𝐻𝑌𝐻𝑌𝐻𝑌𝐻𝑌〉 |𝐻𝑌𝐻𝑌𝐻𝑌𝐻𝑌〉 ij3 |𝑉𝑌’𝑉𝑌’𝑉𝑌’𝐻𝑌〉  

i3j |𝐻𝑌𝐻𝑌𝐻𝑌𝑉𝑌’〉 |𝐻𝑌𝐻𝑌𝑉𝑌’𝐻𝑌〉 j2i2 |𝑉𝑌’𝑉𝑌’𝐻𝑌𝐻𝑌〉 |𝐻𝑌𝐻𝑌𝑉𝑌’𝑉𝑌’〉 

 |𝑉𝑌’𝐻𝑌𝐻𝑌𝐻𝑌〉   |𝑉𝑌’𝐻𝑌𝑉𝑌’𝐻𝑌〉 |𝑉𝑌’𝑉𝑌’𝐻𝑌𝐻𝑌〉 

ij3 |𝐻𝑌𝑉𝑌’𝑉𝑌’𝑉𝑌’〉 |𝑉𝑌’𝑉𝑌’𝐻𝑌𝐻𝑌〉 j3i |𝐻𝑌𝑉𝑌’𝑉𝑌’𝑉𝑌’〉 |𝑉𝑌’𝑉𝑌’𝐻𝑌𝑉𝑌’〉 

22 

22 

|𝐻𝑋𝐻𝑋𝑉𝑋’𝑉𝑋′〉 

|VX’HXHXVX’   
 3 |𝐻𝑋𝑉𝑋’𝑉𝑋’𝑉𝑋’〉 |𝑉𝑋’𝐻𝑋𝑉𝑋’𝑉𝑋’〉 

From the above table, the probability that this protocol will resist the success of the attack can be 

calculated. According to the normality law of the quantum state wave function, it can be known that: 

 

||2+||2=1，|i|2+|j|2=1                                                                  (24) 

Let A=||2, B=||2, =|i|2,  =|j|2, from which we can get the probability that Alice correctly obtains 

the quantum state: 

                P1=1/4(𝐴4 + 2𝐴2𝐵2 + 𝐴2𝑋2 +𝐴22 + 𝐵2𝟐 + 𝐵22 + 2 + 22 + 4)          (25) 

According to B=1-A, =1-,  then we can get: 

P1=1/4[𝐴4 + 2𝐴2(1 − 𝐴2) + 𝐴2𝑋2 + 𝐴2(1 − 2) + (1 − 𝐴2)2 + (1 − 𝐴2)(1 − 2) + 4 +

2(1 − 2) + (1 − 2)2]                                                                                                       (26) 

 

The mutual information amount of the binary channel Shannon entropy can be obtained by calculation: 

H(a)=𝐼|0〉=− alog2 a − (1 − 𝑎) log2(1 − 𝑎) 

H(b)=𝐼|1〉=− blog2 b − (1 − 𝑏) log2(1 − 𝑏)                                     (27) 
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Since in the binary channel, the maximum information contained in the binary information 

corresponding to the Shannon entropy is the amount of information contained in one qubit. Let a=b, 

then A=B=1/4，==1/2. 

Therefore, the result is P1=56.2%, that is, the probability that Eve attacks and is perceived by both 

parties of communication is P2= 43.8%. 

4.3 Trojan horse attack 

Since each particle in this protocol only needs to be transmitted once, the adversary cannot 

successfully perform the invisible eavesdropping [12] and the delayed photon Trojan eavesdropping  

[13]. 

4.4 Double C-NOT attack 

In this protocol, Alice sends a C-NOT attack to the photon sequence in the quantum state sent to Bob 

due to the random incorporation of decoy particles: 

|𝐶1〉|𝐶2〉|𝐸〉
𝐶𝐶1𝐸，𝐶𝐶2𝐸
→        |𝐶1〉|𝐶2〉|𝐸𝐶2𝐶2〉 

                                              |𝐷1〉|𝐷2〉|𝐸〉
𝐶𝐷1𝐸，𝐶𝐷2𝐸
→        |𝐷1〉|𝐷2〉|𝐸𝐷2𝐷2〉             (28) 

Since Alice has already incorporated the decoupling particles in the sequence SB before this, the data 
of the sequence received by Bob is not in one-to-one correspondence with the correct data sequence. 

Therefore, after Alice uses the Z-based measurement in the protocol, Eve can only get 25% of the 

secret key after eavesdropping, and the probability of  Eve eavesdropping being discovered is 43.8% 

due to the presence of decoy particles. 

5. Efficiency analysis 

5.1 Information theory efficiency 

The information theory efficiency of the QKA protocol [14] can be expressed as 1=bs/ (qt+bt)=61%, 

where bs represents the transmitted key bits, bt represents the classical bits transmitted by both parties, 
and qt represents the quantum bits used for negotiation. And the efficiency of the quantum 

cryptographic protocol against the collective phase-out noise protocol and the anti-collective rotation 

noise protocol are the same in this protocol. And it is more efficient than the currently existing 

protocol with a efficiency of 16.6% [15] and a protocol with an efficiency of 10% [16]. 

5.2 Quantum bit efficiency 

The qubit efficiency [17] of the two QKA protocols in this paper is defined as 2=qu/qt=33.3%,  where 

qu  denotes the classical bits passed by negotiation, and qt is the qubit used for negotiation. 

6. Conclusion 

In this paper, a quantum key distribution protocol based on four-particle entangled W-state is 

proposed. Both of them can transmit information directly through Z-based quantum measurement, 

and can eliminate the influence of channel noise on data transmission. At the same time, the detection 

rate of this protocol can reach 43.8% per qubit, and the information theory efficiency is also improved 

compared with the previous agreement 
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