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Abstract

At present, the entangled W state has strong anti-decoherence, which can better prevent
guantum scattering, and is often used in quantum communication. Aiming at the transmission
of entangled W state in the channel, this paper presents a protocol that can resist the impact of
combined phase-only unitary noise and joint rotational unitary noise on information
transmission. By using the honeypot thought and using the four-particle cluster state as the
decoy particle randomly inserted in the sending sequence and performing threshold analysis, it
can be determined whether the adversary eavesdropped on the information. The adversary can
not only obtain 25% of the secret key, and each quantum bit interception Detection efficiency
can reach 43.8%. Through the analysis of the information entropy security, it can be proved
that this protocol can resist many kinds of attack such as internal attack such as participant
attack, external attack such as double C-NOT attack, entanglement measurement attack and
Trojan horse attack. In addition, this protocol can reach higher Quantum Bit Efficiency and
Information Efficiency.
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1. Introduction

Quantum cryptography is an interdisciplinary subject of quantum mechanics, quantum optics and
classical cryptography. Due to the characteristics of quantum entanglement, guantum communication
can guarantee the absolute security of communication data. High-order quantum entangled states are
currently widely used. Application[1][2][3][4]. At present, Verstraete, Dehaene et al. believe that the
four-particle entangled state is divided into nine categories [5], such as the W state, the cluster state,
the W state and so on.

In order to prepare a quantum state remotely, an entangled quantum system is needed. At present, the
preparation of the entangled W state is a relatively mature technology, which can better prevent
quantum de-dispersion, has strong anti-decoherence. It can delay the occurrence of collapse caused
by the interaction of quantum systems and the environment [6]. Since the physical system is a real
environment, the interaction between the state and the environment in the physical system changes
when interacting with the external environment, so that the coherence of the state in the quantum
system is attenuated. For example, noise in the environment will affect the maintenance of quantum
coherent states.

In 1984, Bennett and Brassard proposed a quantum key distribution scheme, later called the BB84
protocol [7], which formed a different polarization state for the quantum states |0) and |1) randomly
generated by Alice according to the choice of the preparation basis. This proved to be an absolutely
secure communication protocol. In 2005, Wang proposed a quantum key distribution scheme to
overcome joint noise [8], which does not need any collective quantum measurement or quantum
memory.
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In 2008, Li et al. [9] used two Bell states that can overcome channel noise to encode one-bit key
information, two sets of non-orthogonal basis vectors are constructed by changing the order of
photons to ensure the security of the key distribution process and to resist joint dephasing noise. This
protocol introduces the idea into the information transmission of the entangled W state in the channel,
which can well resist the influence of joint noise. Moreover, Gao et al. [10] proposes that in the
CQSDC protocol based on the GHZ state, under the C-NOT attack, the receiver can illegally obtain
33.3% of the secret key information without authorization by the controller.

In [11], the honeypot scheme was used in the protocol, and the three-particle GHZ state was used as
a honeypot particle to detect channel safety. This paper introduces this idea into the four-particle
entangled state communication, using the four-particle cluster state as the decoy state, which means
that the communication party only needs to detect the decoy particles to know whether it is attacked
by Eve, effectively preventing multiple attacks. Means greatly enhance the safety and quality of
communication.

2. Basic theory

What QKD does is also the secure distribution of classic keys, which are considered classic systems
for information security. The most commonly used quantum state is a set of 2™ orthogonal normalized

bases in a two-dimensional Hilbert space: |0), |1),...,]|2™ — 1). The maximum entangled state of the
n-particles is prepared by the parametric down-conversion method in this space:

|©) =25 o (1)
And according to the decoherence of the quantum state:
S |ed]=1 )

The coefficient ol is used to carry the data to measure the quantum state and collapse to the state |i)
with the probability of |ol[%. By transmitting these quantum states, information can be transmitted. In
this protocol, the entangled W state is used to transfer the secret key, and the four-particle cluster
state is used as the decoy state of the honeypot.

2.1 Non-cloning theorem of quantum states

Quantum entanglement is an attribute of the association between subsystems or degrees within a
quantum system. The superposition of the probability amplitudes shows a unique interference
phenomenon between the quantum, and such a quantum superposition state is called an entangled
state. If a single measurement of an entangled state does not yield all the information of a quantum
state, multiple measurements must be made.

For example, copy the entangled state | #)®| @) to |OA/B):
U
| #)®| D) —10) ©)

Process the results:

|0)®]0) —— |)® o) = (| ¥) + | @)B|0)=] #)®| F) + | @) (4)

However, the results of this formula do not correspond to the actual results, according to the principle
of linear superposition:

|0)®| ) = | F)®| Fp)t| F4)B| Dp) + | @) ¥) + | D)R| D) ()

So we can judge that quantum is not able to obtain information by copying a large number of samples.
We can generalize to a function f(X;), where f(X;) and X; are used as the quantum states of the
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stored information, which can form a more complex entangled state containing the overall
information of the function:

=X @ f (X)) = XD ®f (X)) + X)) @ [f (X)) + -+ | Xn) @ |f (X)) (6)
3. Quantum key agreement protocol

3.1 In the case of collective phase-out noise

The combined de-phase noise on the quantum channel produces a phase difference between the
horizontally polarized state and the vertically-polarized state of the polarized photon, and the quantum
state of the system undergoes a collective phase-off error.
Among them, the collective phase-out noise matrix operator is:
V H
Udp:([/ ei(p) (7)

The quantum state of the system has a collective phase reversal error, and the effect on the logical
bits can be expressed as follows:

UaplH) — |H) (8a)

UgyIV) > €9V (8b)

Ugp|1H) — 1/NZ(H) g, +IV) o e @IV )+ H) (8¢)
Ugp|=) = 1/NZ(H) 41V ) g)=-e 0|V )+ H) (8)

The qubits |H) dpleV) and |V) dp:|VH ), and their arbitrary superposition states, are resistant to the

effects of noise on the quantum system. After the two parties start communication, set the quantum
state coding method negotiated between Alice and Bob as:

If in Alice's measurement result, the results are the same, then the code 1 is obtained, otherwise it is
0; If in Bob's measurement result, the results are the same, then the code 0 is obtained, otherwise it is
1;

Table 1 Each collapse state and the corresponding information

Observer |HH) |HV) |VH) |[VV)
Alice 1 0 0 1
Bob 0 1 1 0

The protocol are as follows:
First, Alice prepares n four-particle polarization entangled W states .

Wap) . =1/2 (VHY ) g H) gy + IHVIH) gy | H) gy + THEDV) gy | H) g HHDIH) |V ) amc
= 1/2 (|VH)AB |HV>C1C2|HV)D1D2 + |HV)AB |HV>C1C2|HV>D1D2 +
|HH>AB |VH)C1C2 |HV>D1D2+|HH)AB II-”/)ClCZlVI_I)DlDZ) (9)

Four-particle cluster state | o) as a decoy state:
|0ap) 5oy =1/2 (IVHHH) + [HHVV) + [VVHH) + [VVVV)) apcp (10)
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Then Alice randomly selects a sufficient number of decoy particles m and randomly inserts the
sequence Sg consisting of particles CD, Sg ={ { CiDi«(1), Ci:D(1)}, {CiDi(2), C:D2(2) }, ...,
{ CiD: (n), CiD2(n) } }. Alice then retains the sequence Sa of the composition of the particles AB,
and sends the sequence Sg to Bob over a secure quantum channel, Sa={ AiB:, A:B2, ..., AnBn}.

When Bob receives the sequence Sg and communicates with Alice through the classic channel, Alice
tells Bob to deceive the position of the bit. Bob performs a Z ® Z measurement on the decoyed particle,
and then informs Alice of the measurement. Alice uses this result to deceive the quantum initial state.
Perform comparison and observe the state change, calculate the error rate according to the
measurement result and judge whether the error rate exceeds the threshold. If it is lower than the
threshold, it means that it is not attacked by the enemy Eve. Otherwise, it is determined that the key
is eavesdropped by Eve, and the protocol key needs to be discarded.

After removing the decoy particles, Bob performs two C-NOT operations on C1C, and DiD> in
sequence Sg, respectively, where particle C1C; is used as the control qubit and particle D1D- is the
target qubit: |C;)|C;)—>[C1)|C,@C,), |D1)|D2)—|Dy)| D@D, ).

After this operation, the quantum entangled W state system will become another new quantum state
[w’):

|de) :1/2(|VH)AB |HV)C1€2 IHV)D1D2+|HV)AB |HV>C1C2 |I—IV)DlDZ |HH>AB |VV)C1C2 II-”/)DlDZ

ABCD

+|HH>AB |VV>Clcz|HV>D1D2)

=1/2(|VHHH) + |HVHH) + |HHVH) + |[HHHV)) spc1p11VV) c2p5 (11)

Then Alice performs Z ® Z measurement on the numbered particles corresponding to the sequence
Sa, and Bob also performs Z ®Z measurement on the sequence Sg particles. According to the
characteristics of the entangled quantum state and the encoding method previously agreed by Alice
and Bob, both parties can obtain the same key accordingly.

3.2 In the case of collective rotating noise

The combined rotating noise on the quantum channel causes the polarized photons to rotate. This
phenomenon occurs at both the transmitting end and the receiving end, causing noise errors in the
quantum state of the system.

Among them, the collective rotating noise matrix operator can be expressed as:

_(cos 8 —sin
Uror = (sin 0 cos@ (12)

In the formula, the collective reversal rotation noise parameter is ¢, and the parameter ¢ changes
with time. The influence of noise on logical bit |H) and |V} can be expressed as:

u
Uyror|H)— sin @|H)+cos 8|V)

U
Uror|V) = —sin @|H)+cos 6|V) (13)
Their superposition state can be expressed as:

U
14),00 = 1/V2(1H), V), ,,) =1/V2 (—sin O|H)+cos@|V)+cos@ |H) +sin O|V))
=1/+/2 [(cosf—sin 8)|H)+(cosO—sin O|V)] (14)
| =)ot i’, 1/\/§(|H)mt—|V)mt) =1/V2 (sin@|H) — cosO|V) +cos @ |H) +sin G| V))
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= 1/V2[(sin@+ cos @)|H)+( sind — cos ) |V)] (15)

The affected logical bits are marked as:
IHor = #NV) o =197) (16)

The superposition state can be expressed as follows:
Urot

[4)r0r = L/V2(IH), 0, + IV),0)=1/V2(|67)+197))

UI‘O
1=yor = L/NZ(H), 0, V),0)=1/V2(|6%) =1 w7)) (17
The logical bits |H), |V) and their superposition state are not affected by noise.

After the two parties start communication, set the quantum state code negotiated between Alice and
Bob as:

If in Alice's measurement result, the high and low results are the same, then the code 1 is obtained,
otherwise it is 0;

If in Bob's measurement result, the high and low results are the same, then the code 0 is obtained,
otherwise it is 1;

Table 2 Each collapse state and the corresponding information

Observer |HH) |HV)/IVH) [07)|0™) [0 M)/ Tw)oh)
Alice 1 0 0 1
Bob 0 1 1 0

The protocol steps are as follows:
Alice is ready for n polarization entangled W states |W,.,;):

|Wr0t>ABCD:1/2 (|VHHH) + |HVHH) + |HHVH) + |HHHV))ABCD
:1/2 (|VH)AB|¢+)C1C2|¢+)D1D2 + |HV>AB|¢+>61C2|¢+>D1D2

HHH) 5|47 1)V ) 1z + IHH 4 10 ) 10| 67D 00) (18)

|pr0t)ABCD=1/2(|VH>AB|HV>C1C2|HV>D1D2 + |HV)AB|HV)C1C2|HV)D1D2 +
|HH>AB |VV)C1C2|HV)D1D2+|HH)AB |VV)C1C2 II-”/)DIDZ)

=1/2(|VHHH) + |HVHH) + |HHVH) + |HHHV))ABC1D1|VV>C2D2 (19)
With a four-particle cluster state as a decoy state|p) :

|Prot)apcp=1/2 (IVHHH) + |HHVV) + |[VVHH) + [VVVV)) apcp (20)

Alice randomly selects a sufficient number of decoy bit m, a sequence of randomly inserted particle
SB’:{{Cl’Dl’ (1), C’D2 (1)}, {CI’DI’ (2), C.’D2’ (2)}; ) {CI,DI’ (n), C2’D2’ (n)}} Then
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Alice retains the sequence Sa’={A/’B:’, A2’B2’, ..., An’Bn’} composed of the particles AB, and
transmits the sequence Sg’ to Bob.

2) When Bob receives the sequence Sg and communicates with Alice through the classic channel,
Alice tells Bob to deceive the position of the bit, Bob performs Z ® Z measurement on the decoyed
particle, and then informs Alice of the measurement result, Alice compare the decoy quantum with
initial state. The error rate is calculated according to the measurement result and it is judged whether
the error rate exceeds the threshold. If it is lower than the threshold, it is not attacked by Eve.
Otherwise, it is determined that the key is eavesdropped by Eve, and the key needs to be discarded.

3) Alice then performs a Z&Z measurement on the numbered particles corresponding to the sequence
Sa, and Bob performs a Bell measurement on the sequence Sg particles. According to the
characteristics of the entangled quantum state and the encoding method previously agreed by Alice
and Bob, both parties can obtain the same key accordingly.

4. Security analysis

4.1 Participant attack

If Alice is a non-honest sender, he wants to control the result of the transmitted string Sg, so that Bob
cannot get the correctly encoded data, but in Protocol 3.1 Alice can only get 1/2 probability after
using the measurement basis measurement |HH), |VV) or |VH),|HV). After Alice measures in
Protocol 3.2, it can only be obtained with a probability of 1/2 |HV), |VH) or |HH). Therefore, it can
be seen that the sender cannot determine the state of the transmitted qubit alone, so this protocol can
resist the participant's attack.

4.2 Measure resend attacks, intercept resend attacks and entanglement measurement attacks

In order to resist the eavesdropper's measurement-retransmission attack and intercept the
retransmission attack and the entanglement measurement attack, Alice placed m four-particle cluster
states in the CD sequence bit string SB, as the decoyed particles to achieve the purpose of deceiving
Eve. The original state of the system is:

1Proc) upep=1/2 IVHHH) + [HHVV) + [VVHH) + [VVVV)) 45cp (21)

Assuming that Eve attacks the quantum system, the effects of the attack on the qubits |H), |V) are set
to:

7| HYy—>a HX+BIVX'Y V)i | HY )+j[VY") (22)

Then the quantum system state after the attack is:

|0 )=T1@1®TtR1| p)

=1/2 [(alHX) + BIVX'N®(a| HX) + BIVXN)®(al HX) + BIVX'N®(a| HX) + BIVX')) +
(alHX) + BIVX'N®(a|HX) + BIVXN®G|HY) +j|[VY'N®G|HY) +j|VY')) + ((|HY) +j|VY")®G|HY) +
JIVYN®(alHX) + BIVXN®(al HX) + BIVX')) + (IHY) +jIVY'N®GIHY) + jIVY'N®G|HY ) +
JIVYN®IIHY) +jIVY'))] (23)
Table 3 can be used to indicate specific result.
Table 3 Each collapse state and the corresponding coefficient
Coefficien  Collapse state ~ Collapse state ~ Coefficien  Collapse state ~ Collapse state
t ale b/f t ale b/f

B |[HXHXHXHX) |VX'VX'VX'VX’) j2i? |VY’HYHYVY’) |VY'HYVY’HY)
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op |HXHXHXVX') |HXHXVX'HX) |HYVY’VY’HY) |VY’HYHYVY’)
off |HXVX'VX'VX') |VXHXVX'VX') i |VY’HYHYVY’Y |VY’HYVY'VY’)
oij |HXHXHYHY) |HXHXVY'VY) acp |HXVX’HXHX) |VX’HXHXHX)
affi? |HXHXHYVY’) |HXHXVY'HY) o2l |HXVX'VX’HX) |HXHXVY'HY)
affij |HXVX’HYHY) |VX’'HXHYHY) aff [VX’'VX’HXVX') |VX'VX'VX'HX)
aff? |HXVX'HYVY’) |VX’HXHYVY’) afijlafi® |VX'HXVY'HY) |VX’HXVY'VY’)
FEIFP  |HXVX'VY'VY') |HXVX'VY'HY) i* ien |VY’VY'VY'VY’) |HYHYHYVY’)
Aij [VX’'VX’HYHY) |VX'VX'VYVY) i%j2 |HYVY’VY’HY) |HYVY’'HYVY’)
i’n [VX’'VX’HYVY) |VX’VX'VY’'HY) i%j |HYHYVY’HY) |HYVY’HYHY)
i2j2 |HYHYHYHY) |HYHYHYHY) ij |[VY’VY'VY’HY)
i%j |HYHYHYVY’) |HYHYVY'HY) jAi2 |VY’VY’HYHY) |HYHYVY'VY’)
|VY’HYHYHY) |VY’HYVY’HY) |VY'VY’HYHY)
ij |HYVY’VY'VY’) |VY’VY’HYHY) i |HYVY'VY'VY’) |VY'VY’'HYVY’)
AR |[HXHXVX'VX')
o VXHXHXVX aoff |HXVX'VX'VX') |VXHXVX'VX’')

From the above table, the probability that this protocol will resist the success of the attack can be
calculated. According to the normality law of the quantum state wave function, it can be known that:

o+ A=1, if+jP*=1 (24)
Let A=|af?, B=|B[?, 1=i|%, 1 =[j|?, from which we can get the probability that Alice correctly obtains
the quantum state:
P1=1/4(A* + 2A?B? + A*X?* + A% 1* + B*1* + B*n* + 1 + 12 * + n*)
According to B=1-A, n=1-y, then we can get:
Pi=1/4[A* + 24%(1 — A2) + A2X2 + A2(1 —12) + (1 — A2 + (1 — AD(1 — 1®) + u* +
(A=A + (1= 1#)?] (26)

(25)

The mutual information amount of the binary channel Shannon entropy can be obtained by calculation:
H(a)=Ipy=—alog, a — (1 — a) log,(1 — a)

H(b)=1,1=— blog, b — (1 — b) log, (1 — b) 27)
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Since in the binary channel, the maximum information contained in the binary information
corresponding to the Shannon entropy is the amount of information contained in one qubit. Let a=b,
then A=B=1/4, n=1~1/2.

Therefore, the result is P1=56.2%, that is, the probability that Eve attacks and is perceived by both
parties of communication is P>= 43.8%.

4.3 Trojan horse attack

Since each particle in this protocol only needs to be transmitted once, the adversary cannot
successfully perform the invisible eavesdropping [12] and the delayed photon Trojan eavesdropping
[13].

4.4 Double C-NOT attack

In this protocol, Alice sends a C-NOT attack to the photon sequence in the quantum state sent to Bob
due to the random incorporation of decoy particles:

Ccier CcyE
ICC)EY —— |C1)|Co) [ E®C,®C,)

Cp,E’ CpyE
|DID)EY ——— [D1}| D2)| E®D,®D;) (28)

Since Alice has already incorporated the decoupling particles in the sequence Sg before this, the data
of the sequence received by Bob is not in one-to-one correspondence with the correct data sequence.
Therefore, after Alice uses the Z-based measurement in the protocol, Eve can only get 25% of the
secret key after eavesdropping, and the probability of Eve eavesdropping being discovered is 43.8%
due to the presence of decoy particles.

5. Efficiency analysis
5.1 Information theory efficiency

The information theory efficiency of the QKA protocol [14] can be expressed as A1=bs/ (qi+bt)=61%,
where bs represents the transmitted key bits, bt represents the classical bits transmitted by both parties,
and q: represents the quantum bits used for negotiation. And the efficiency of the quantum
cryptographic protocol against the collective phase-out noise protocol and the anti-collective rotation
noise protocol are the same in this protocol. And it is more efficient than the currently existing
protocol with a efficiency of 16.6% [15] and a protocol with an efficiency of 10% [16].

5.2 Quantum bit efficiency

The qubit efficiency [17] of the two QKA protocols in this paper is defined as 1>=0./qi=33.3%, where
gu denotes the classical bits passed by negotiation, and g is the qubit used for negotiation.

6. Conclusion

In this paper, a quantum key distribution protocol based on four-particle entangled W-state is
proposed. Both of them can transmit information directly through Z-based quantum measurement,
and can eliminate the influence of channel noise on data transmission. At the same time, the detection
rate of this protocol can reach 43.8% per qubit, and the information theory efficiency is also improved
compared with the previous agreement
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